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1.0 INTRODUCTION
The current methods of procuring and distributing food to Air Force personnel have a number of weaknesses that make them vulnerable to a terrorist attack.  For example, facilities that serve meals around-the-clock to large numbers of Airmen, flight kitchens that provide aircrew meals, commissaries, food distribution warehouses, and many other components of the food supply, distribution and serving system all have physical, administrative and procedural vulnerabilities.  Terrorists can exploit these vulnerabilities to contaminate food with a chemical or biological agent that could rapidly sicken and incapacitate a large number of people (or a small number of strategic, mission critical personnel) thereby degrading the fighting force below combat effective level.
Food security is a critical force protection issue at all Air Force installations.  This handbook is designed to assist Air Force Public Health officers and technicians, Threat Working Group members and Antiterrorism Officers in recommending food security threat levels and risk management strategies to the Installation Commander.  Once the Installation Commander has established the food security threat level, the handbook checklists can be used to implement food security risk management strategies that can effectively reduce the risk of intentional contamination of the food supply.
Risk management strategies can help reduce the opportunity for intentionally contaminated food to be delivered, processed, served or sold on the installation.  Some risk management strategies are implemented at the LOW threat level, while some need only be implemented as the potential threat for intentional food contamination escalates.  In addition, Public Health personnel can use the criteria in this handbook to categorize their installation’s food facilities as Level A, B, or C and apply the appropriate risk management strategy to each facility.
The checklists in this is handbook have been developed for each food security threat level (LOW, MODERATE, SIGNIFICANT and HIGH).  These checklists are to be used by the installation’s Public Health staff members, and each supports the next highest threat level.  For example, when the food security threat level is SIGNFICANT, the LOW, MODERATE and SIGNIFICANT checklists will be used.  There is also a Supervisor’s Checklist for food serving and food distribution facilities.  Public Health staff members should provide a copy of this checklist to all food facility supervisors and recommend that they use it in their day-to-day operations.
This handbook supports the Air Force Vulnerability Assessment Management Program (VAMP) and the Food Vulnerability Assessment (FVA) program that has been established by the Air Force Institute for Operational Health (AFIOH).  Public Health staff members periodically conduct FVAs to identify and document vulnerabilities that can be entered into and prioritized by the VAMP process.
2.0 FORCE PROTECTION CONDITIONS (FPCONS)

This is a Chairman of the Joint Chiefs of Staff-approved program to standardize the military services' identification of and recommended responses to terrorist threats against U.S. personnel and facilities. This program facilitates inter-Service coordination and support for antiterrorism activities and is called FPCON.

The Department of Defense decided the name change was necessary.  Following the investigation into the attack on the USS Cole, DOD officials determined there was possible confusion between "THREATCONs," which are DOD force preparedness states, and the Department of State's "Threat Levels," which are assessment categories for countries and regions. To eliminate this confusion, DOD has renamed security postures as "Force Protection Conditions (FPCONs)."
AFI 10-245 defines FPCONs as “A DoD-approved system standardizing the DoD and Military Services’ identification of and recommended preventive actions and responses to terrorist threats against US personnel and facilities.  The system is the principle means for a commander to apply an operational decision on how to protect against terrorism and facilitates inter-Service coordination and support for antiterrorism activities.”
· FPCON NORMAL:  This condition applies when a general threat of possible terrorist activity exists, but warrants only a routine security posture.

· FPCON ALPHA:  This condition applies when there is a general threat of possible terrorist activity against personnel and facilities, the nature and extent of which are unpredictable, and circumstances do not justify full implementation of FPCON BRAVO measures.  ALPHA measures must be capable of being maintained indefinitely.

· FPCON BRAVO:  This condition applies when an increased and more predictable threat of terrorist activity exists. BRAVO measures must be capable of being maintained for weeks without causing undue hardship, affecting operational capability, and aggravating relations with local authorities.

· FPCON CHARLIE:  This condition applies when an incident occurs or intelligence is received indicating some form of terrorist action against personnel and facilities is imminent.  Implementation of CHARLIE for more than a short period probably will create hardship and affect the peacetime activities of the unit and its personnel.

· FPCON DELTA:  This condition applies in the immediate area where a terrorist attack has occurred or when intelligence has been received that terrorist action against a specific location or person is likely. DELTA is normally declared as a localized condition.

FPCONs apply to physical security on the installation, and the procedures used to implement the conditions generally end at the installation’s fenceline.  FPCON will generally have little impact on local food security threat levels unless the information used to establish the FPCON has a specific reference to food.  However, Public Health, the Threat Working Group and the installation ATO will need to consider the existing FPCON along with other intelligence information when establishing the installation’s food security threat level.

3.0 INSTALLATION THREAT WORKING GROUP (TWG) AND THREAT LEVEL CONDITIONS
Air Force Instruction 10-245, Paragraph 2.9.2, states that “Installation Commanders shall establish a Threat Working Group (TWG) to address the threat.  TWGs generally consist of personnel from AFOSI, IN, SF, SG (Medical Intelligence Officer) and the installation ATO (Antiterrorism Officer).  A TWG’s primary function is to assess the threat for the commander and recommend courses of action to mitigate or counter the threat.  Installation Commanders should consider adding other agencies, particularly CE and SV, as appropriate, to enhance the TWG.  A TWG does not fulfill the function of a FPWG (Force Protection Working Group).  The TWG will meet, at a minimum, weekly to review the current threat and advise the Installation Commander accordingly”.

The following lists the threat levels and the combinations of analysis-based factors used to determine the level:

· LOW: No group is detected or the group activity is non-threatening.

· MODERATE: Terrorists are present but there are no indications of anti-US activity. The operating environment favors the Host Nation/US.

· SIGNIFICANT: Anti-US terrorists are present and attack personnel as their preferred method of operation or a group uses large casualty producing attacks (WMD) as their preferred method but has limited operational activity. The operating environment is neutral.

· HIGH:  Anti-US terrorists are operationally active and use large casualty producing attacks (WMD) as their preferred method of operation. There is a substantial DoD presence and the operating environment favors the terrorist.

Terrorist threat levels are a product of the following four factors:

· OPERATIONAL CAPABILITY:  This factor focuses on the attack methods used by the group and other measures that enhance its effectiveness, such as state sponsorship and ingenious use of technology. The key element is whether the group has the capability and willingness to conduct large casualty producing attacks, for example a suicide vehicle bomb containing thousand of kilograms of explosives or WMD timed to kill the most personnel at the target.  Groups that selectively assassinate individuals or conduct late night bombings causing limited property damage pose a decreasing threat.  The ability to operate on a regional or transnational basis and the overall professionalism of the group is also assessed.

· INTENTIONS:  This factor is the stated desire or history of terrorist attacks against US interests.  Recent substantial attacks in the country or, if the group is transnational, the conduct of operations in other countries is the higher end of the threat scale.  This is especially true if the intentions are anti-DoD.  The basis of the group ideology, whether the group is more focused on the host nation rather than US interests is the other key component.  Whether the group will react to high profile US led international events, such as intervention in the Balkans, is also considered and rated.

· ACTIVITY:  This factor is an assessment of the actions the group is conducting and whether that activity is focused on serious preparations for an attack.  The highest threat is credible indications of US targeting to include the movement of key operatives, final intelligence collection and movement of weapons to the target vicinity.  Less threatening actions are contingency planning, training, and logistical support.  Activities that would make the group less likely to attack, such as robust fundraising or effective safe haven are considered.  Whether the group has recently been disrupted by arrests or strikes on training camps will reduce the threat, at least in the short term.

· OPERATING ENVIRONMENT:  This factor rates how the overall environment influences the ability, opportunity and motivation to attack DoD interests in a given location.  An important element of this factor is the capability of the host nation security apparatus to combat terrorism, its degree of cooperation with the US and the quality of the reporting on terrorist groups in the country.  A key element is whether there is a DoD presence and if so the type, size, location, political sensitivity and if temporary, its duration.  It is also important to consider if the group is focused on DoD as its primary target for anti-US attacks.  Another part of this factor is the overall political, economic and military stability of the country and its effect on the ability of a group to attack.

DIA and the responsible geographic CINC may assign different threat levels to the same country.  This is possible because analysts occasionally disagree about the conclusions to be drawn from the available information.  Threat assessments provide information to assist commanders in determining the appropriate FPCONs.  FPCON declarations remain the exclusive responsibility of commanders.  Threat levels are not tied to FPCONs in any way, and should not be confused.  National-level DoD organizations cannot provide all intelligence that might be needed to make FPCONs determinations.  Information from regional and tactical intelligence and local law enforcement authorities must also be considered.
Threat assessments are not to be confused with DoD-designated high physical threat countries.  DoD-designated high physical threat countries pertain exclusively to the DoD Travel Security Policy.
4.0 FOOD SERVING/DISTRIBUTION FACILITY LEVELS MATRIX
Local PH personnel should determine the appropriate designation for all food facilities affecting their installation.  Simply create a list of all food serving/distribution facilities affecting your immediate location/base.  Be aware that not all facilities will be under AF control in all situations.  An example would be off-base eating establishments known to be frequented by AF personnel.  Although these establishments would not fall under AF control, it is important to record since there may be a need to instruct AF personnel to cease frequenting these establishments as the food threat level increases.
Definitions of facility levels:
Level A Facilities:  High volume, mission essential

Level B Facilities:  Moderate volume, mission essential

Level C Facilities:  Low volume or not mission essential
Table 1 below provides an example of facility designations for a fictitious AF location.   The level designations may vary for facility type at your location.  When making these designations simply keep in mind the key factors of volume (meals/day consumed and number of personnel) and whether the facility is mission essential (will limiting use of this facility change the fighting force combat effective level).
Table 1:  Examples of Food Serving/Distribution Facility Levels

	FACILITY TYPE
	LEVEL A
	LEVEL B
	LEVEL C

	Airman Dining Facility
	X
	
	

	Officers’/NCO Club
	X
	
	

	Commissary
	X
	
	

	Flight Kitchen
	X
	
	

	Contract Food Vendors
	X
	
	

	BX Food Court
	X
	
	

	Child Care Facility, other NAF food facilities
	
	X
	

	Snack bars
	
	X
	

	Vending machines
	
	
	X

	Off-base restaurants
	
	
	X

	Others (i.e., temporary food facilities) at Air Shows, etc.
	
	
	X


5.0 FOOD SECURITY THREAT LEVEL DEFINITIONS
The following definitions describe threat levels specific to food threats and are not to be confused with FPCONS or TWG threat levels.  Use of these threat levels will be described in the following chapter.

· LOW:  No threat to food is detected.

· MODERATE:  Terrorists are present and intelligence estimates indicate a potential threat to the food supply.

· SIGNIFICANT:  Terrorists are present and intelligence estimates indicate that the food supply could be used to target individuals or large groups.

· HIGH:  Terrorists are present and intelligence estimates indicate the food supply is the preferred method of attack.

Table 2:  The following examples illustrate the methodology recommended to implement a risk management strategy for a CONUS or OCONUS installation:

	FOOD SECURITY THREAT LEVEL
	PUBLIC HEALTH ACTION
	USE APPROPRIATE CHECKLIST AT THESE FACILITIES


	
	
	A
	B
	C

	LOW
	Review most recent FVA and complete the LOW threat level checklist at selected facilities.
	X
	
	

	MODERATE
	Review most recent FVA and complete the LOW and MODERATE threat level checklists at selected facilities.
	X
	X
	

	SIGNIFICANT
	Review most recent FVA and complete the LOW, MODERATE and SIGNIFICANT checklists at selected facilities.  Contact the MAJCOM PHO for further guidance, and alert local civilian public health authorities.
	X
	X
	X

	HIGH
	Review most recent FVA and complete the LOW, MODERATE, SIGNIFICANT and HIGH checklists at selected facilities.  Contact the MAJCOM Public Health Officer for further guidance, and alert local public health authorities.
	X
	X
	X


6.0 FOOD SECURITY RISK MANAGEMENT STRATEGY METHODOLOGY
Public Health staff members, in conjunction with Security Forces, OSI agents, food facility managers, foodhandlers, warehouse workers and others in the food delivery and processing “chain” are responsible for food security on an installation.  In addition to their routine facility sanitation inspections, Public Health personnel must be aware of existing TWG threat levels and FPCONs.  The definitions for these conditions have already been defined.  In general, FPCONs end at the installation’s property; however, some food security threats will likely come from outside the installation.  Therefore, it is important to have a process that allows the flexibility to quickly change risk management strategies as threats to food increase or decrease.

Public Health recommends food security threat levels that are based on information presented to the TWG and are separate from the installation’s overall TWG threat level and FPCON.  Public Health can recommend these threat levels by participating in TWG meetings and developing a close relationship with the installation’s Antiterrorism Officer (ATO).  The TWG is responsible for recommending local threat levels and courses of action to mitigate or counter the threat to the Installation Commander, while the ATO is responsible for working closely with intelligence personnel to ensure they possess the full spectrum of threat information.  Public Health, the TWG and the ATO can join forces to analyze current intelligence to recommend a food security threat level to the Installation Commander.

It is important to emphasize again that food security threat levels are separate from FPCONs and TWG threat levels.  Food security threat levels can be higher, lower or equal to the TWG threat level and FPCON.  For example, the local FPCON is Alpha, and current intelligence indicates the TWG should set the local threat level at “Low”, while the same intelligence indicates a potential terrorist threat to the local food supply and the food security threat level is “Significant”.  The opposite could also occur where the FPCON is at Charlie, and intelligence indicates the TWG should set the local threat level to “Significant” but there are no perceived food supply threats and the food security threat level is “Low”.  Note:  Public Health is responsible for reviewing the intelligence available, discussing it with the TWG and ATO, and recommending a food security threat level.  The Installation Commander (or designee) is responsible for establishing the food security threat level.
Some installations have so many food facilities it may be impossible or impractical to develop a risk management strategy for each one.  Therefore, a method to prioritize facilities is needed.  Chapter 4 outlines a method for placing each food facility into a category based on volume and mission criticality.  Chapter 5, Table 2, provides guidance on which checklist to use and which category of facility to apply the risk management strategy to as food security threat levels change.
One of the risk management strategies that can be implemented is to develop a plan to close some food serving facilities as a method to reduce the risk to installation personnel.  Since people still must eat, regardless of the local situation, Appendix 1 offers a method to implement a closure plan for facilities that are not critical to the mission yet still be able to offer meals at selected facilities.

Public Health staff members can also use this handbook for food distribution centers, processing plants, and other facilities located off the installation that produce, deliver, or process food for consumption by installation personnel.
The following diagram demonstrates a step-by-step guide to implementing the guidance in this handbook:


[image: image2]
By working closely with the TWG and the ATO and using this handbook as a guide, Public Health staff members can recommend a food security threat level and use the appropriate checklist to implement the risk management strategy needed to protect the installation’s personnel from intentional contamination of the food supply.  Rather than conform to a rigid methodology, this process provides the flexibility to change risk management strategies as threat levels change.

7.0 FOOD SECURITY THREAT LEVEL CHECKLISTS

These checklists are designed to be used by Public Health personnel to implement the risk management strategies needed to minimize the threat of an intentional contamination of the food supply with a chemical or biological agent.

The checklist is the vehicle to implement the risk management strategy.  As Chapter 5, Table 2, indicates, if the food security threat level is “Low”, Public Health staff members should use the checklist 6.1 “Low” at Level A facilities to implement the risk management strategy.  As the threat level escalates, Public Health staff members use additional checklists (“Moderate” through “High”) accordingly to implement the risk management strategy.  For example, if the food security threat level is determined to be “Moderate”, both the “Low” and “Moderate” checklists would be implemented.
Prior to using any of the checklists, Public Health should consult with the local TWG and ATO for the installation’s current threat condition and FPCON and gather as much information as possible on potential food security threats.  Recommendations regarding food security threat level and appropriate actions are then made to the Installation Commander.  The Installation Commander establishes the food security threat level and has Public Health implement the appropriate risk management strategy and/or actions via the checklists.

Note:  The Supervisors Checklist (Chapter 8.0) should be given to food facility supervisors (both AF and civilian) as a means to provide useful information and implement food security risk management strategies on a day to day basis.  Although this checklist is not stratified by food security threat level, it contains a wealth of procedures supervisors can use to make their facilities more secure.

7.1 FOOD SECURITY THREAT LEVEL – “LOW” 
(Use at Level “A” Facilities)
	FOOD SECURITY THREAT LEVEL – “LOW”
	YES
	NO
	N/A

	Review most recent Food Vulnerability Assessment (FVA) and identify vulnerabilities that have been entered into the base Vulnerability Assessment Management Program (VAMP) system.  Identify which food vulnerabilities have been corrected and which are “open” and awaiting funding.
	
	
	

	Remind all food service personnel to be constantly aware of the personnel in their facilities, particularly those carrying briefcases or other containers.  Be alert for unidentified vehicles in the vicinity of food serving facilities, and be aware of abandoned parcels and any unusual activity.
· Based on the threat and intelligence sources, brief appropriate personnel on the threats involving food facilities or food distributors.  
	
	
	

	Recommend to facility managers that the duty officer or personnel with access to building plans as well as the plans for area evacuations must be available at all times.  Key personnel should be able to seal off an area immediately.  Key personnel required to implement security plans should be on-call and readily available.
	
	
	

	Recommend or reiterate that transport vehicles, food serving and food distribution buildings, rooms, and storage areas are fully secured when not in regular use.
	
	
	

	Recommend increasing security spot checks of vehicles and persons making deliveries to food facilities.
	
	
	

	Recommend limiting food facility access points for vehicles and personnel commensurate with a reasonable flow of traffic.
	
	
	

	As a deterrent, the following measures from the “MODERATE” checklist can be used either individually or in combination with each other at food facility/distribution centers:

· Keep cars and objects:  e.g., crates and trash containers, at least 75 to 100 feet from buildings.

· Secure and regularly inspect all buildings, rooms, and storage areas not in regular use.

· Examine mail (above the regular examination process) for explosives or biological agents, and/or

· Check all deliveries to dining facilities for evidence of tampering.
	
	
	

	Review all plans (to include Anti-Terrorism, Disaster Preparedness, Full Spectrum Threat Response (FSTR), Physical Security, and Medical Response/Mass Casualty Plans), personnel details, and logistics requirements related to the introduction of SIGNIFICANT or HIGH Threat Levels.
	
	
	

	ALFOODACT Strategy:

· Identify the person responsible, and a backup person

· Provide for proper handling and disposition of recalled product

· Identify customer contacts, addresses, and phone numbers
	
	
	

	Develop a Public Affairs strategy for communicating food security risks to the public (for example, prepare generic food security press statements and background information, and coordinate these statements through the chain of command)
	
	
	

	Recommend continuation of food serving/distribution operations at all facilities.
	
	
	


7.2 FOOD SECURITY THREAT LEVEL – “MODERATE” 
(Use at Level “A” & “B” Facilities)
	FOOD SECURITY THREAT LEVEL – “MODERATE”
	YES
	NO
	N/A

	Continue, or introduce, all measures listed in the “LOW” checklist.
	
	
	

	Keep all Public Health personnel involved in implementing AT/FP contingency plans on call.
	
	
	

	Recommend that cars and other objects (e.g., crates and trash containers) stay at least 75-100 feet from buildings.
	
	
	

	Recommend that food facility managers secure and regularly inspect all buildings, rooms, and storage areas not in regular use.
	
	
	

	At the beginning and end of each workday, as well as at other regular and frequent intervals, inspect the interior and exterior of buildings in regular use for suspicious packages.
	
	
	

	Examine mail (above the regular examination process) for explosives or biological agents.
	
	
	

	Recommend food facility managers check all deliveries to dining facilities.  Advise family members to check home deliveries for signs of tampering.
	
	
	

	Recommend food facility managers increase security patrols of their facilities to improve deterrence.
	
	
	

	(Note: ONLY IF WARRANTED) Use the chain of command and Public Affairs to alert military and civilian personnel and their family members of the general situation in order to stop rumors and prevent unnecessary alarm.  Notification methods could include:
· Email announcement to all organizations

· Base newspaper

· Base cable television network

· Local community media resources for military and civilian personnel living in the local community.

This alert should only be used if warranted and the decision should rest at the Installation Commander level.  
	
	
	

	Recommend that facility managers implement a random inspection program for customer and vendor suitcases, parcels, and other containers.

· Consider establishing an Entry Control Point (ECP) in accordance with the installation’s FPCON checklist.
	
	
	

	Recommend the TWG request Security Forces operate random patrols to check vehicles, people and buildings at or near food facilities.
	
	
	

	Review established sampling plans for potentially contaminated foods and be aware of how to properly obtain and ship test samples.
	
	
	

	Communicate findings from this risk management effort to the TWG, and inform the chain of command and other local authorities as appropriate.
	
	
	

	Recommend continuation of food serving/distribution operations at all facilities.
	
	
	

	Review items from the “SIGNIFICANT” checklist to prepare for the next threat level.
	
	
	

	Inform TWG members of the recommended actions.  The TWG can make final recommendations to the Installation Commander for implementation.  The Installation Commander will make a final decision regarding the recommended actions.
	
	
	


7.3 FOOD SECURITY THREAT LEVEL – “SIGNIFICANT” 
(Use at “A”, “B” & “C” Facilities)
	FOOD SECURITY THREAT LEVEL – “SIGNIFICANT”
	YES
	NO
	N/A

	Continue, or introduce, all measures listed in the “LOW” and “MODERATE” checklists.
	
	
	

	Notify MAJCOM Public Health Officer that new food security risk level has been established.
	
	
	

	Keep all Public Health personnel responsible for implementing AT/FP plans at their places of duty.  Consider 24 hour manning and establish staggered work reporting procedures as directed.
	
	
	

	Use results from most recent FVA to develop a plan to protect, to the maximum extent possible, all identified food vulnerabilities.
	
	
	

	Recommend that barriers and obstacles be erected to control traffic flow near food facilities.  
	
	
	

	Recommend that facility managers not permit customers to have unrestricted access to food/drink/ice machines.
	
	
	

	Facility managers should not allow workers to wear clothing with pockets near food areas.  This will reduce the opportunity for an employee or other person with access to food areas to hide harmful substances in pockets and contaminate food. 
	
	
	

	Food facility managers should consider security patrols for facilities, if indicated.
	
	
	

	Review existing contingency plans in case of attack, quarantines, or other activities.
	
	
	

	Develop sampling plan for potentially contaminated foods.  Start the sampling plan at random intervals as a deterrent measure.  Submitting samples for laboratory analysis can be a local decision.
	
	
	

	Recommend that food serving/distribution operations be stopped at all applicable facilities based on the strategy outlined in Chapter 5, Table 2, and Appendix 1 of this handbook.
	
	
	

	Communicate findings from this risk management to SFS, OSI, MAJCOM, and other local authorities as appropriate.
	
	
	

	Inform TWG members of the recommended actions.  The TWG can make final recommendations to the Installation Commander for implementation.  The Installation Commander will make a final decision regarding the recommended actions.
	
	
	


7.4 FOOD SECURITY THREAT LEVEL – “HIGH” 
(Use at “A”, “B” & “C” Facilities)
	FOOD SECURITY THREAT LEVEL – “HIGH”
	YES
	NO
	N/A

	Continue, or introduce, all measures listed in the “LOW” and “MODERATE” and “SIGNIFICANT” checklists.
	
	
	

	Facility managers should establish Entry Control Points and control access and implement positive identification of all personnel—no exceptions.  
	
	
	

	Recommend that facility managers establish a system to search all suitcases, briefcase, packages, etc., brought into food facilities.
	
	
	

	Control access to all food serving and food distribution facilities on the installation.  Facilities using badge reader of swipe card systems must implement single point entry and lock other entrance.  Hand carried items must be searched by a trusted individual posted at the entry point.

· Unit key management personnel will immediately initiate a complete search of all unit buildings for explosives and unauthorized persons.  
	
	
	

	Minimize all administrative journeys and visits.  Based on the threat and intelligence, consider recommending that food shipments be temporarily suspended to all facilities except Level A facilities that are directly related to mission support (i.e., Airman Dining Facility, Flight Kitchen).
	
	
	

	If food shipments are temporarily suspended to all except Level A facilities as noted in the previous step, PH must coordinate the possible closing of food serving and food distribution with chain of command.  Since food serving operations cannot be completely suspended, contingency plans should be developed and exercised by the Services Squadron, Non-Appropriated Fund (NAF) management, etc. to offer round-the-clock food serving operations in the event some facilities are temporarily closed.
	
	
	

	Use an incremental process to providing meals.

· Offer “single use” items first (which are at low risk for intentional contamination, i.e., frozen, individually wrapped foods that can be easily prepared and served.

· If “single use” foods are unavailable or there is a concern about contamination, determine the installation’s ability to provide MREs to personnel until threat can be resolved.
	
	
	

	Implement sampling plan developed from LOW threat level checklist.
	
	
	

	Recommend that food serving/distribution operations be stopped at all applicable facilities based on the strategy outlined in Chapter 5, Table 2, and Appendix 1 of this handbook.
	
	
	

	Communicate findings to the TWG, SFS, OSI, MAJCOM, and other local authorities as appropriate.
	
	
	

	Review “Consequence Management” section of AFI 10-245, Air Force Anti-Terrorism (AT) Standards
	
	
	

	Inform TWG members of the recommended actions.  The TWG can make final recommendations to the Installation Commander for implementation.  The Installation Commander will make a final decision regarding the recommended actions.
	
	
	


8.0 SUPERVISORS GENERIC CHECKLIST FOR FOOD SERVING AND/OR FOOD STORAGE FACILITIES
The Supervisors Checklist should be given to food facility supervisors as a means to implement food security risk management strategies on a day to day basis.  Although this checklist is not stratified by food security threat level, it contains a wealth of procedures supervisors can use to make their facilities more secure.  It can be used as a basic guide to reduce the risk of intentional food contamination.

	ACTION
	YES
	NO
	N/A

	Prepare for the possibility of tampering or other malicious, criminal, or terrorist actions:

· Assign responsibility for food security to knowledgeable individual(s)

· Have a “crisis management strategy” to prepare for and respond to tampering and other malicious, criminal, or terrorist actions, both threats and actual events, including identifying, segregating and securing affected product

· Plan for emergency evacuation, including preventing security breaches during evacuation

· Become familiar with the emergency response system in the community

· Making management aware of 24-hour contact information for local, state, and federal police/fire/rescue/health/homeland security agencies

· Make staff aware of who in management they should alert about potential security problems (24-hour contacts)

· Maintain any floor and food flow plan in a secure, off-site location

· Promote food security awareness to encourage all staff to be alert to any signs of tampering or malicious, criminal, or terrorist actions or areas that may be vulnerable to such actions, and to report any findings to identified management (for example, providing training, instituting a system of rewards, building security into job performance standards)

· Have an internal communication system to inform and update staff about relevant security issues

· Identify disgruntled employees and ensure Human Resources personnel are engaged to improve and prevent potential harm to personnel and facilities.
	
	
	

	Supervision:

· Provide appropriate level of supervision to all staff, including cleaning and maintenance staff, contract workers, data entry and computer support staff, and new staff (for example, supervisor on duty, daily visits by supervisor, two staff on duty at all times, monitored video cameras, one way and two way windows) 

· Conduct routine security checks of the premises and critical computer data systems (at a frequency appropriate to the operation) for signs of tampering or malicious, criminal, or terrorist actions, or areas that may be vulnerable to such actions
	
	
	

	Investigate suspicious activity

· Investigate threats or information about signs of tampering or other malicious, criminal, or terrorist actions 

· Alert chain of command, appropriate law enforcement and public health authorities about any threats or suspected tampering or other malicious, criminal, or terrorist actions
	
	
	

	Evaluation program: (Should be conducted at least annually)
· Evaluate the lessons learned from past tampering or other malicious, criminal, or terrorist actions and threats 

· Review and verify the effectiveness of the security management program (for example, using knowledgeable in-house or third party staff to conduct tampering or other malicious, criminal, or terrorist action exercises and mock recalls and to challenge computer security systems), revising the program accordingly, and keeping this information confidential 

· Verify security contractors are doing an appropriate job, when applicable

Date last reviewed and verified:  ___________________________
	
	
	

	Screening (pre-hiring, at hiring, post-hiring)

· Conduct background checks on all staff including seasonal, temporary, contract, and volunteer staff, regardless of hiring source.
	
	
	

	Daily work assignments:

· Know who is and who should be on premises, and where they should be located, for each shift

· Keep assignment information updated
	
	
	

	Identification:

· Establish a system of positive identification and recognition that is appropriate to the nature of the workforce (for example, issuing uniforms, name tags, or photo identification badges, with individual control numbers, color coded by area of authorized access), when appropriate.

· Collect the uniforms, name tag, or identification badge when a staff member is no longer associated with the establishment

· Develop a backup plan for identifying former employees who did not return uniforms, badges, nametags, etc.
	
	
	

	Restricted access:

· Identify staff that require unlimited access to all areas of the facility

· Reassess levels of access for all staff periodically

· Limit access so staff enter only those areas or have access to only those segments of the operation necessary for their job functions and only during appropriate work hours, including access to data operating systems for purchasing, storing and distributing imported foods (for example, using key card or keyed or cipher locks for entry to sensitive areas, color coded uniforms [remember to consult any relevant federal, state or local fire or occupational safety codes before making any changes)

· Change combinations, re-key locks and/or collect the retired key card when a staff member who is in possession of these is no longer associated with the establishment, and additionally as needed to maintain security
	
	
	

	Personal items:

· Restrict the type of personal items allowed in non-public areas of the establishment 

· Allow in the establishment only those personal use medicines that are necessary for the health of staff and ensuring that these personal use medicines are properly labeled and stored away from food handling or storage areas 

· Prevent staff from bringing personal items (for example, lunch containers, purses) into food preparation or storage areas 

· Provide for regular inspection of contents of staff lockers (for example, provide metal mesh lockers, USAF issued locks), bags, packages, and vehicles when on USAF property (Remember to first consult and federal, state, or local laws that may related to such inspections)
	
	
	

	Unusual behavior:

· Watch for unusual or suspicious behavior (for example, staff who, without an identifiable purpose, stay unusually late after their shift, arrive unusually early, access files/information/areas of the facility outside of the areas of their responsibility; remove documents from the facility; ask questions on sensitive subjects; bring cameras to work)
	
	
	

	Staff health:

· be alert for atypical staff health conditions that staff may voluntarily report and absences that could be an early indicator of tampering or other malicious, criminal, or terrorist actions (for example, an unusual number of staff who work in the same part of the facility reporting similar symptoms within a short time frame), and reporting such conditions to Air Force Public Health office.
	
	
	

	Visitors (i.e., contractors, vendor reps, delivery drivers, customers, couriers, pest control reps, third-party auditors, regulators, reporters, tours):

· Inspect incoming and outgoing vehicles, packages, etc. for suspicious, inappropriate or unusual items or activity, to the extent practical

· Restrict entry
 to the establishment (for example, check visitors in and out at security or reception, require proof of identity, issue visitors badges that are collected upon departure, accompanying visitors)

· Ensure there is a valid reason for the visit before providing access to the facility - beware of unsolicited visitors

· Verify the identity of unknown visitors

· Restrict access to food handling and storage areas

· Restrict access to locker rooms
	
	
	

	Physical security:

· Protect perimeter access with fencing or other deterrent, when appropriate
· Secure doors (including freight loading doors when not in use and not being monitored, and emergency exits), windows, roof openings/hatches, vent openings and trailer bodies, to the extent possible (for example, using locks, "jimmy plates," seals, alarms, intrusion detection sensors, guards, monitored video surveillance [consult relevant fire or occupational safety codes before making any changes]) 

· Use metal or metal-clad exterior doors to the extent possible when the facility is not in operation, except where visibility from public thoroughfares is an intended deterrent (consult fire or occupational safety codes before making any changes)

· Secure bulk unloading equipment (for example, augers, pipes, conveyor belts, and hoses) when not in use and inspect the equipment before use 

· Minimize the number of entrances to restricted areas (consult fire or occupational safety codes before making any changes)
· Account for all keys to establishment (for example, assign responsibility for issuing, tracking and retrieving keys).  If a process to track and retrieve keys already exists, supervisors should verify that the system is working effectively.
· Monitor the security of the premises using appropriate methods (for example, using security patrols and video surveillance)

· Minimize to the extent practical, places that can be used to temporarily hide intentional contaminants (for example, minimizing nooks and crannies, false ceilings)

· Provide adequate interior and exterior lighting, including emergency lighting, where appropriate, to facilitate detection of suspicious or unusual activity
· Implement a system of controlling vehicles authorized to park on the premises (for example, using placards, decals, key cards, keyed or cipher locks, issuing passes for specific areas and times to visitors' vehicles)

· Keep parking areas separated from entrances to food storage and processing areas and utilities, where practical
	
	
	

	Storage and use of poisonous/toxic chemicals (for example, cleaning and sanitizing agents, pesticides):

· limit chemicals to those required for facility operation and maintenance and those being held for sale

· store chemicals as far away from food handling and storage areas as practical 

· limit access to storage areas for chemicals not being held for sale (i.e., use keyed or cipher locks, keycards, seals, alarms, intrusion detection sensors, guards, monitored video surveillance, etc. 

· ensure chemicals are properly labeled 

· use pesticides in accordance with the Federal Insecticide, Fungicide, and Rodenticide Act (i.e., maintain rodent bait that is in use in covered, tamper-resistant bait stations)
	
	
	

	Incoming products:

· Ensure all food items are received from a DoD approved source

· Use only known and appropriately licensed or permitted (where applicable) sources for all products 

· Encourage suppliers, distributors and transporters to enforce food security measures (audit, where practical, for compliance with food security measures that are contained in purchase and shipping contracts).
· Authenticate labeling, package configuration, tamper-evident packaging and product coding/expiration dating systems (where applicable) in advance of receipt of shipment, especially for new products 

· Request locked and/or sealed vehicles/containers/railcars, and, if sealed, obtain the seal number from the supplier, and verify upon receipt.  Make arrangements to maintain the chain of custody when a seal is broken for inspection by a governmental agency or as a result of multiple deliveries 

· Request that transporters have the capability to verify the location of the load at any time, when practical 

· Establish delivery schedules, not accepting unexplained, unscheduled deliveries or drivers, and investigating delayed or missed shipments 

· Supervise off-loading of incoming materials, including off hour deliveries

· Reconcile the product and amount received with the product and amount ordered and the product and amount listed on the invoice and shipping documents, taking into account any sampling performed prior to receipt

· Receiving personnel need to constantly monitor the integrity of all deliveries.  They should carefully review all shipping documents for any evidence of alterations and report any findings immediately to their supervisor.
· Inspect incoming products and product returns for signs of tampering, contamination or damage (for example, abnormal powders, liquids, stains, or odors, evidence of resealing, compromised tamper-evident packaging) or "counterfeiting" (inappropriate or mismatched product identity, labeling, product lot coding or specifications, absence of tamper-evident packaging when the label contains a tamper-evident notice), when appropriate

· Inspect incoming products for authenticity, packaging/product integrity, and evidence of unauthorized re-labeling/repackaging (for example, shipping cases and described contents not consistent with actual contents) and verify batch/lot/container codes

· Verify conformance with FDA requirements for product safety, quality, effectiveness, and labeling (may require contact with and verification from the foreign manufacturer/processor) 
· Develop and implement procedures for inspecting shipping containers, vehicles

· Investigate damage and loss and alert appropriate authority of discrepancies

· Contact Public Health personnel to request the rejection of suspect food

· Use chain of command to alert appropriate law enforcement and public health authorities about evidence of tampering, "counterfeiting" or other malicious, criminal, or terrorist action
	
	
	

	Storage:

· Have a system for receiving, storing and handling distressed, damaged, returned, and reworked products that minimizes their potential for being compromised or to compromise the security of other products (for example, destroying products that are unfit for human or animal consumption, products with illegible codes, products or questionable origin, and products returned by consumers to retail stores)

· Keep track of incoming products, salvage products, and returned products

· Minimize reuse of containers, shipping packages, cartons, etc., where practical

· Investigate missing or extra stock or other irregularities outside a normal range of variability and reporting unresolved problems to appropriate law enforcement and public health agencies, when appropriate
	
	
	

	Outgoing products:

· Ensure storage warehouses and shippers practice appropriate security measures (for example, audit for compliance with food security measures that are contained in contracts or letters of guarantee)

· Perform random inspection of storage facilities, vehicles, and vessels

· Request locked and/or sealed vehicles/containers and provide the seal number to the consignee

· Establish scheduled pickups and accept no unexplained, unscheduled pickups 

· Restrict distribution processes to employees with appropriate clearance 

· Request vendor/transporter have the capability to verify load location at any time 

· Advise staff to look for counterfeit products and notify management if any problems are detected 

· Investigate missing or extra stock or other irregularities outside a normal range of variation and alert chain of command about unresolved problems, when appropriate
	
	
	

	Communicate findings from this risk management review to Public Health, TWG, Security Forces, OSI, MAJCOM, and other local authorities as appropriate.
	
	
	


9.0 APPENDICES  

9.1 FACILITY CLOSURE MATRIX

	FOOD SECURITY THREAT LEVEL
	PUBLIC HEALTH ACTION
	FACILITY LEVEL TO BE CLOSED

	
	
	A
	B
	C

	LOW
	Continue food serving/distribution operations at all facilities.
	
	
	

	MODERATE
	Continue food serving/distribution operations at all facilities.
	
	
	

	SIGNIFICANT
	Stop food serving/distribution operations in Level C facilities.
	
	
	X


	HIGH
	Stop food serving/distribution operations in Level B & C facilities.
	
	X

	X



9.2 REFERENCES

· AFI 10-245, Air Force Anti-Terrorism (AT) Standards, 21 June 2002 

· Food Safety and Security:  Operational Risk Management Systems Approach, November 2001 (US Food and Drug Administration Center for Food Safety and Applied Nutrition)
· Food and Drug Administration’s Food Security Preventive Measures Guidance  http://www.cfsan.fda.gov/~dms/secguid7.html
· Food Vulnerability Assessment Guidance (AFIOH Template)

Prioritize installation food serving and food distribution facilities as A, B or C





Review current intelligence information with TWG and ATO to recommend local food security threat level.





Use appropriate checklist(s) to implement proper risk management strategy





Implement facility closure plan (Appendix 1) as needed.





Installation commander establishes food security threat level.








� Reference:  AFI 10-245, AIR FORCE ANTITERRORISM (AT) STANDARDS, 21 JUNE 2002


� This table format should be used by local PH personnel to determine the appropriate designation for all facilities at their particular installation.


� See Chapter 4, Table 1 for examples of A, B & C facilities.  The guidance in Chapter 4 should be used by local PH personnel to determine the appropriate designation for all facilities at their installation.


� AF bases might hire a private security company to perform security for the base and might include several food facilities and supervisors might want to check with them and PH personnel to ensure that proper security procedures are being followed.


� Restricted entry to the facility may be required as Force Protection Conditions (FPCON) conditions.  This should only be implemented when absolutely necessary to minimize financial costs and manpower requirements.


� Stop offering “self-service” foods.  Use only pre-packaged foods at this Threat Level.


� Stop all food serving activities.  Implement contingency plans for continuing food serving operations for base personnel.


� Stop all food serving activities.  Implement contingency plans for continuing food serving operations for base personnel.  Public Health could also recommend the closure of some Level A facilities if necessary to give better control over food serving and distribution activities.





